NHO®OPMALMOHHA ITAMSITKA
JJISA OBYYAIOIIUXCA 110 UHOPOPMAIIMOHHOU BE3OITACHOCTH

C KaX[bIM roflOM MOJIOAEXM B UHTEPHETe CTaHOBUTLCA OOJbLUE, a LIKO/bHUKN OfHU U3
caMbIX aKTUBHbIX Mofb3oBaTenieli PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/M4ecTBa
BO3MOXHOCTEN, UHTEPHET HEeceT W npobnembl. 3Ta NaMATKa JOMHKHA NOMoYb Tebe 6e30nacHo
HaxXoAWTbCA B CETU.

KomnbroTepHbie BUPYCHI

KoMMbIOTEPHBIV BUPYC - 3TO Pa3HOBMAHOCTb KOMMbKOTEPHLIX NPOrpamMM, OT/IMYUTENLHON
0COGEHHOCTLID KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWIO. B [0MOnHeHVe K 3ToMmy,
BMPYCbI MOTYT NOBPEANTb UM MONHOCTHI0 YHUUTOXMTL BCe (haiinbl U AaHHbIE, NOLKOHTPO/bHbIE
MoMb30BaTeNto, OT UMEHM KOTOPOTO Gbla 3aMnyLLeHa 3apakeHHast Nporpamma, a Takke NoBpeauTb
NN faXKe YHUUTOXUTL OMepaLMoHHY CUCTEMY CO BCeMM (haiinamm B LienloM. B 60/1bLIMHCTBE
CNly4aeB pacnpoCTPaHAOTCS BUPYChI Yepe3 MHTEPHET.

MeTogpl 3aWnTbl OT BPEAOHOCHbLIX NPOrpamm:

1. Wcnonb3yii coBpeMeHHble OMepaLMoHHble CUCTEMbI, VMEIOLLNE CEPbE3HbIA YPOBEHb
3aLLMTbI OT BPEAOHOCHBIX NPOrpamMm;

2. MMocTosHHO ycTaHaBnMBal NayTv (LUpoBble 3annaTku, KOTOpble aBTOMATWUYECKM
yCTaHaBNMBAOTCA C Lie/IbHo fOPaboTKM NporpaMmbl) U apyriie 06HOBNEHWS CBOEN OMnepaLMOHHOM
cucTeMbl. CKaumBail UX TOMbKO C OmumanbHOro caita paspabotumka OC. Ecnm cyllecTByeT
PEXMM aBTOMaTMYECKOr0 0OHOB/IEHNS, BK/OUN Er0;

3. Pa6oTaii Ha CBOEM KOMMbIOTEPE MO/ NpaBaMii MoNb30BaTeNs, a He aAMUHICTPaTopa. ATO
HE MO3BOIUT GOMbLLUNHCTBY BPEAOHOCHBIX MPOrpamMM UHCTa/I/IMPOBATLCS Ha TBOEM MEPCOHAIbHOM
KOMMbHOTEPE;

4. Vcnonb3yii aHTVBUPYCHbIE MPOrpamMMHblE MPOAYKTbI M3BECTHLIX MPOW3BOAUTENEN, C
aBTOMATNYeCKVM 06HOB/EHVEM 6as3;

5. OrpaHunub U3NYECKMIA AOCTYN K KOMMNbIOTEPY A1 MOCTOPOHHMX UL,

6. icnonb3yii BHELLHME HOCUTENM MH(OpMaLMK, Takue Kak (reluka, ANCK unun gain ms
WHTEPHETA, TONbKO 13 MPOBEPEHHbIX NCTOUYHMKOB;

7. He oTKpbIBali KOMMNbOTEPHbIE halinbl, NOMYYeHHbIE U3 HEHAMEXKHbIX UCTOYHMKOB. [axe
Te (haii/ibl, KOTOPble NPUCIAN TBOW 3HAKOMbIA. JTyuLlie YTOUHW Y HEro, OTMPAB/ISAN SN OH Te6E KX,

Ceru WI-FI

Wi-Fi - 370 He BMA Nepefayn AaHHbIX, He TEXHO/IOMMS, a BCEro nLb 6peHs, mapka. Eule B
1991 roay HuaepnaHAckas KomnaHus 3apeructpuposana 6peHg "WECA", uTo 0603Hayano
cnosoco4eTaHme "Wireless Fidelity", KoTopbIli NepeBoAMTCA Kak "6ecnpoBoAHas TOYHOCTb" .

[0 Hawero BpemeHW pfowa pgpyrasd abbpesmatypa, KoTopas SBNSETCA TakOMl ke
TexHonorven. 3tTo abopesnatypa "Wi-Fi". Takoe Ha3BaHue 6blfI0 AaHO C HAMEKOM Ha CTaHaapT
BbICLLIEI 3BYKOBOW TEXHMKM Hi-Fi, UTO B NepeBoae 03Ha4aeT "BbICOKAas TOYHOCTbL".

[a, 6ecnnartHblil MHTEPHET-A0CTYN B Kade, OTENSX W asponoptax ABASETCH OTANYHON
BO3MOXHOCTbIO BbIX0/a B UHTEPHET. HO MHOMME 3KCNepTbl CUMTAtOT, YTO 06LLeaocTynHble Wi-Fi
CEeTU He ABNAKTCA 6e30MacHbIMM.



CoseTbl Mo 6e30nacHOCTX paboTbl B 06LWeA0CTYNHbIX ceTax Wi-fi:

1. He nepepasaii CBOKO NNYHYHO MH(OpMaLMIo Yepes obueaoctynHble Wi-Fi ceTn. PaboTas
B HMX, XXeNnaTeNlbHO He BBOAWTL Mapo/n A0CTYNa, NOTUHbI U KaKne-To HOMepa;

2. Wcnonb3yin 1 06HOBNAW aHTUBMPYCHble NporpamMmbl 1 6paHaMayep. TeM cambiM Tl
o6e3onacuLlb cebs 0T 3aKauku BUpYca Ha TBOE YCTPOICTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkmoum yHkumio "O6WmMiA  gocTyn K ainnam wu
npuHTepam”. [JaHHasa (yHKUWSA 3aKpbiTa MO YMONYaHWIO, OAHAKO HEKOTOPble MONb30BaTENN
aKTUBWPYIOT ee ind yA06CTBa 1CMONb30BaHNSA B paboTe nnu yueoe;

4. He ncnonb3ayii ny6nmuxbii WI-FI 4ns nepegayun NMUHbIX AaHHbIX, HanpyuMep Ans Bbixoaa
B COLMabHbIE CETU UMW B 3NIEKTPOHHYIO NOYTY;

5. Nicnonb3yii ToNbKO 3aLumiLeHHoe coefuHeHue yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-agpeca BBOAU UMeHHO "https://*;

6. B MmobunbHOM TeneoHe oTKNHOUM PYHKUMIO "TMoaknoveHe K Wi-Fi aBTomatnyeckn'™.
He fonyckail aBTOMaTU4YeCcKoro NoAK/IYeHns ycTpoinctsa K cetam Wi-Fi 6e3 TBoero cornacms.

ConuajbHBIE CeTH

CoumasibHble CETV aKTUBHO BXOAAT B Hally >XW3Hb, MHOTMe NI0AM paboTatoT M XXMBYT TaM
nocTosHHO, a B Facebook yxe 3apernctpupoBaH MWANMapg YenoBeK, UYTO ABMSETCS OAHOM
ceabMol BCeX XKuTenel nnaHeTbl. MHOrve nosnb3oBaTeny He MOHWMAKT, YTO WMHGOopMaums,
pasMeLLleHHas UMW B COLMabHBIX CETAX, MOXET ObITb HalifieHa N UCNOo/b30BaHa KEM YroAHo, B
TOM uuncne He 0653aTe/IbHO ¢ 61arvMn HaMmepeHNsSIMK.

OCHOBHbIe COBETbI M0 6€30MacHOCTU B COLNASIbHBIX CETAX:

1. OrpaHunyb CNUCOK Apy3eid. Y Tebs B APY3bsiX HE JO/MKHO ObITb CYYaHbIX N HE3HAKOMbIX
NOAEN;

2. 3aluiLali CBOK YaCTHYHO XXM3Hb. He yKasblBail naponu, TenedoHsbl, afpeca, faTy TBOEro
POXAEHUS W [APYTYH NIMUYHYH WHAGOPMALUIO. 3M10YMbILLIEHHVUKA MOTYT WCMO/b30BaTh [aXe
MHOPMALMIO O TOM, KaK Thl 11 TBOW POAUTENN NNAHMPYeTe NPOBECTU KaHWKY/b;

3. 3alymLLain CBOK penyTaumio - AePXKKN ee B YACTOTe M 3afaBaii cebe BONPOC: XoTen Obl Tbl,
4yTo6bl Apyrvie Mosb3oBaTeNin BUAENW, UYTO Thbl 3arpyxxaews? Mogymaid, npexnae 4Yem 4TO-TO
ony6nnKoBaTh, Hanucartb 1 3arpysuThb;

4. ECN Tbl FOBOPULLb C OAbMU, KOTOPbIX He 3HaeLLb, He MCNO/b3YI CBOE peasibHoe UMS 1
APYTYHO IMYHYH MH(OPMALMK: NMS, MECTO XXMUTENbCTBA, MECTO YUeObl 1 MPOYeEE;

5. N36eraii pasmellieHns doTorpaduii B IHTepHeTe, rae Thl U306paXKeH Ha MECTHOCTM, MO
KOTOPOIA MOXHO OMpeaenuTb TBOe MECTOMO/OXKEHWE;

6. Mpwu peructpaymn B cOUMasbHON CETU HEOOXOLMMO MCMO/b30BaTb CNOXHbIE Maposn,
COCTOALME M3 BYKB M LIMPP N C KONIMYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOW CeTWU, NOYTbl U APYrMX CaiiTOB HEO6XOAMMO WCMO/b30BaTh pPasHble
naponu. Torga eciy 165 B3/IOMAKOT, TO 3/I0YMbILLMIEHHWUKX NOyYaT AOCTYM TOMbKO K OJHOMY
MeCTY, a He BO BCe cpasy.

DJIeKTPOHHbBIE IeHbI'H



ONEKTPOHHbIE AEHbIN - 3TO OYeHb YA0GHbIM CMOCO6 MAaTeXei, OAHAKO CYLIECTBYHOT
MOLLIEHHWKW, KOTOPbIe XOTSAT MOMYUYUTb 3TU [IEHBIW.

3}'IEKTpOHHbIe JeHbIM nosasuInCb CoBCEM HEAaBHO U MMEHHO WM3-3a 3TOr0 BO MHOIMUX
rocygapcrtBax Ao CUX nop He nporncaHo npo HKUX B 3aKOHax.

B Poccum e OHM (DyHKUMOHUPYIOT 1 O HUX Y)Ke NPONmMcaHo B 3aKOHe, rae X pasgenstoT
Ha HECKO/NbKO BUAOB - aHOHUMHbIE N HE aHOHUMHbIE. Pa3HuLa B TOM, UTO aHOHMMHbIEe - 3TO TE, B
KOTOpbIX paspeLlaeTca MnpoBOAUTL onepauun 6e3 WAeHTU(MKaLMU Nonb3oBatens, a B
HEaHOHUMHbIX NAEHTUDMKALMS NONb30BaTeNs ABNAETCSH 0083aTe/IbHOM.

Takke crefyeT pasnmuatb 3M1EKTPOHHbIE (MaTHbIe AeHbIN (PaBHbl rOCYAapCTBEHHbLIM
Ba/1t0TaM) M 3/1EKTPOHHbIE HeuaTHble eHbIW (He paBHbI FOCYAapCTBEHHbLIM Ba/IOTaM).

OCHOBHble COBETbI N0 6€30MacHO pa60Te C INEKTPOHHbIMWU AEHbIaMWU:

1. MpuBMKM K CYETY MOOWUNbHBIA TenetoH. ITO camblii YAO6HLIA U BbICTPbIA CNOCO6
BOCCTAHOBWUTb [J0CTYN K cuyeTy. [puBA3aHHbIA TeneoH MOMOXET, ecnu 3abyfellb CBOM
NNaTeXHbI Naposb UK 3alifeLlb Ha CaiT C HE3HAKOMOI 0 YCTPOMCTBA,;

2. Vicnonb3yil ogHopa3oBble Naponu. Mocne nepexoda Ha YCUNeHHYH aBTopu3auuto Tebe
YXKE He BY/IET YrpoXKaTh OMACHOCTb KPAXU UM MepexBaTa NiaTeXXHOro napons;

3. Bblbepy cnoxHblil naponb. MpecTtynHuKam 6yaeT He NPOCTO yrafaTb COXHbIA MNaposb.
HageXHble naponun - 3To Naposiv, KOTopble CofepXXaT He MeHee 8 3HaKOB M BK/KOYalOT B CebA
CTPOYHbIE U NPOMUCHbIE BYKBBI, LMGPbI M HECKO/IbKO CMMBOJIOB, TaKue Kak 3HaK Aonniapa, PyHTa,
BOCK/MUATENbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NNYHbIE JaHHbIE Ha CaliTax, KOTOPbIM He A0BEpPSELLb.
DJICKTPOHHAs 1OYTA

SNeKTPOHHas MoyTa - 3TO TEXHONOIMS U NPeAoCTaBNsAEMble €K YCYrn MO MEePECbINKe W
MOMYYEHNIO 3NEKTPOHHBLIX COOOLLEHWIA, KOTOpble pacnpefenstoTcs B KOMMbIOTEPHON CETW.
OG6bIYHO ~ 3MEKTPOHHBLIA  MOYTOBbIA  AWMK  BbIFSAMT  CRegylowmm  06pasoMm:
MMS_MONb30BaTeN s @uMsA_[JoMeHa. Takke KpoOMe Mepedaynm MpocToro TeKkcTa, WMEeTcs
BO3MOXHOCTb Nnepeaasatb (hansbl.

OCHOBHbIe COBeTbI N0 6e30MacHo paboTe € 3/1EKTPOHHON NOYTOM:

1. Hago BbI6paTb MpaBW/bHbIA MOYTOBLIN CepBUC. B MHTEpHETe ecTb OrPOMHbIN BbIGOP
6ecnnaTHbIX NOYTOBLIX CEPBMCOB, OAHAKO Ny4lle A0BEpPsATb TEM, KOro 3Haelllb U KTO MepPBbIA B
PENTUHrE;

2. He ykasblBali B IMYHOW MOYTE NIMYHYHO MHGOpMauMo. Hanpumep, nydile BblbpaTb
"My3blKa/bHbIN_(haHaT@" nnm "pok2013" BMecTo "Temal3";

3. Micnonb3yii AByXaTarnHyr aBTopm3aLmio. 3TO Koraa nomMmmMo Napons HY>XXHO BBOAWTL KOA,
npucblnaemblii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KaK[oro Mo4vToBOro AWMKa AO/MKeH OblTb CBOVA
HafeXHbIl, YCTONUMBBIN K B3/1I0MY Napo/ib;

5. Ecnm ecTb BO3MOXHOCTb HammcaTb CaMOMY CBOWM /IMYHbIA BOMPOC, UCMOMb3YiA 3Ty
BO3MOXHOCTb;



6. Wcnonb3yih HecKoMbKO MOYTOBLIX ALIMKOB. [lepBblii ANs 4YaCTHOW Nepenucku ¢
aapecaTamu, KOTOPbIM Thl [0BEpPsiellb. ATO 3MEKTPOHHbIA apec He Hafo UCMOMbL30BaTh MPW
permcTpauym Ha popymMax u caiTax;

7. He oTKpblIBaii thalinibl M Apyrve BNOXEHUS B NCbMaX, AaXKe €C/IN OHW NPULL/N OT TBOUX
ApY3€it. Jlydile YyTOUHW Y HIUX, OTNPABASANM N OHW TeGe 3TN (halinbl;

8. Mocne okoHYaHMs PaboTbl HA MOYTOBOM CEpBUCE Nepes 3aKpbITUEM BKNaLKM C CANTOM He
3abyb HaXXaTb Ha "BbIATK".

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KnbepOyninHr - npecnegoBaHmne COO6LLEHNSMI, COLepXKaLlMn OCKOP6IEHNS, arpeccuio,
3anyrmuBaHue; XynnraHcTBo; coumanbHOe 60MKOTMPOBaHUE C MOMOLLBI0 Pas/INYHbIX UHTEPHET-
CepBY1COB.

OCHOBHbIe COBETbI N0 60pb6e C KN6epOYNINHIOM:

1. He 6pocatica B 60i. Jly4yLumin cnocob: NocoBeTOBaTLCA Kak cebs BECTU U, €C/IN HET TOrO,
K KOMY MOXHO 06paTuTbCA, TO BHayane YCMNoKoUTbCs. EcCAM Tbl HayHewb OTBeYaThb
0CKOpO/IeHNAMM Ha OCKOPB/IEHNS, TO TOMBKO eLLe 60/bLLE PA3OXOKELLb KOH(INKT;

2. YnpaBnsi cBoei KnbeppenyTaumen;

3. AHOHMMHOCTb B CeTU MHMMasi. CyLIecTBYHOT CMOCOObl BbISICHATb, KTO CTOMT 3a
AHOHVIMHBIM aKKayHTOM;

4. He CTOUT BECTU XY/IUTaHCKMIN 06pa3 BUPTYaSIbHOM XN3HU. IHTEPHET (IKCMpyeT BCe TBOU
[eNCTBMA N COXPaHSAET UX. Y OanuTb UX 6yfeT KpaiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOKO BUPTYaslbHYHO YeCTb CMOMOAY;

6. VrHopupyit eaMHWYHbIA Heratue. OHOPa30Bble OCKOPOUTENbHbIE COOBLLEHMS Nyullle
MrHopupoBaTh. OGLIYHO arpeccyst MPEKPaLLAETCA Ha HauabHOM CTaaum;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbLIMI COOGLLEHUSMM, B COLMabHbIX
CETSX eCTb BO3MOXHOCTb 6/T0KMPOBKM OTMPaBKM COOBLLIEHUIA C ONpPeeNeHHbIX apecos;

8. Ecnm  Thl cBUAeTeNb KubepbynnuHra. TBOM  [eACTBUS: BbICTYNWTb NPOTUB
npecnefoBatens, MoKasaTb €My, YTO ero [JeiACTBMSI OLIEHVBAKOTCA HEraTMBHO, MOAJEPXKaTh
XXEPTBY, KOTOPOIA HY>KHa NCUXO0/ONMYECKasi MOMOLLb, COOBLLMTbL B3POC/bIM O PaKTe arpecCMBHOTO
MOBeAEHNS B CETU.

MoOnbHbIi Te1e(oH

CoBpeMeHHble CMapT(OHbI 11 NMNAHLIETbI COAEPXKAT B Ce6e BMOHE B3POC/bI (DYHKLMOHA,
M Tenepb OHW MOTFYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbtoTepamn. OAHaKo, CpeacTs
3aWMTbI AN15 NOA0GHbLIX YCTPOCTB MOKa 04eHb Masio. TECTUPOBAHUE U MOWCK YS3BUMOCTEN B HUX
MPOMCXOANT He Tak UHTEHCKBHO, Kak 15 MK, To e caMoe KacaeTcst U MO6U/bHbIX MPUNOXKEHWIA.

CoBpeMeHHble MOGW/bHbIE Gpay3epbl YXKe MPaKTUYECKU AOTHa/IM HACTO/bHbIE aHanoru,
O[IHAKO pacLUMpeHne (yHKLMOHana Bfe4yeT 3a CO60/ 6GOMbLUYID CMNOXHOCTb WM MEHbLUYHO
3aLIMLLEHHOCTb.

[laneko He Bce NPOW3BOAMTENN BbIMYCKAOT OOHOBMIEHWS, 3aKPbIBAOLLME KPUTUYECKME
YSI3BMOCTY [/11 CBOMX YCTPOIACTB.



OCHOBHbIe COBeTbI AN 6e30nacHOCT! MOBUBHOIO TEﬂe(*)OHaZ

Huuero He sIBNSETCS MO-HaCTosLLEMY GecnnaTHbIM. Byab OCTOPOXKeH, BeAb Koraa Tebe
npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaK1e-TO NAaTHbIE YCNYTHK;

[ymaid, npexxae 4yem otnpasuTb SMS, oTO UM BUAEO. Thbl TOYHO 3HaeLb, r4e OHW ByayT
B KOHEYHOM uUTore?

Heo6x0aMMo 06HOB/ISTL OMEPaLMOHHYHO CUCTEMY TBOETO CMapT(OHa;
Mcnonb3yii aHTUBMPYCHbIe MPOrpaMmbl As MOGU/bHBIX TeNEqOHOB;

He 3arpyail nNpunoXeHns OT HEU3BECTHOTNO WMCTOYHMKA, BEAb OHW MOTYT COAEPXKaTb
BPEAOHOCHOE MPOrpaMMHOE 06ecneyeHue;

Mocne TOro Kak Tbl Bbliijewb C caliTa, F4e BBOAWA JIMYHYIO WH(OpMaumio, 3aiign B
HacTpolikn 6pay3epa u yaanu cookies;

Meproanyecku I'IpOBGpﬂI7I, KaKue naaTHble YCnyrm aktmBnpoBaHbl Ha TBOEM HOMEPE,

[aBali cBoli HoMep MO6GUNBLHOTO TenetoHa TOMbKO NMHOASM, KOTOPbIX Tbl 3HaELb U KOMY
[0BEpseLLb;

Bluetooth fo/mkeH ObITb BbIKNOYEH, KOrAa Thl UM He Nosb3yellbes. He 3abbiBail MHOrAa
MPoBepPsATH 3TO.

Online urpsi

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  KpacouHble, 3aXBaTblBalOLUME Pa3B/ieYeHMs,
06beaMHSIOLME COTHU ThbICAY YeNOBEK MO BCEMY MUPY. VIFPOKM MUCCNefyHOT faHHbIA UM Mup,
06LLat0TCs APYr C APYrOM, BbIMOMHAOT 3a[aHus, CPaXkaroTcs C MOHCTPaMM M NMoyYatoT onbIT. 3a
YZI0BO/IbCTBME OHM NAATAT: MOKYNAT AUCK, OMNIaYnBatOT aBOHEMEHT UM NPUOBPETAOT KaKue-
TO ONUMN.

Bce aTh cpeacTBa UAyT Ha NOAAEPXKaHME 1 Pa3BUTME UTPbl, @ TAKXKe Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPM3ALIMN, BbIMYCKAOTCA HOBble MaTyy (LMGPOBbIe 3aniaTku
ANs MPOrpamm), 3aKpbIBatoTCA YSI3BUMOCTMW CEPBEPOB.

B nogo6HbIX 1rpax CTOMT 0MacaTbCs He CTO/bKO CBOVX COMEPHMKOB, CKO/MbKO KPaXu TBOETO
Maposisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3aLun GOMbLUMHCTBA UTP.

OCHOBHbIe COBETbI N0 6€30MacHOCTU TBOErO NrpoBOro akkayHTta.

1. Ecnu gpyroi nrpok BefdeT cebst N1oXo uam co3aaeT Tebe HeNpUATHOCTK, 3a610KUPYIA ero
B CMMCKe UTPOKOB;

2. Moxkanyiics aAMUHUCTPATOPaM MIPbl Ha M10X0e MOBEAEHNE 3TOFO UFPOKa, YKeNaTe/lbHO
MPUNOXMNTb KaKMe-To [0KA3aTeNbCTBA B BUE CKPUHOB;

3. He ykasblBail Nn4Hy0 MHHopMaLuto B Npodaiine urpbl;
4. YBaxKal pyrux y4acTHUKOB MO UTpPE;
5. He ycTaHaBnmMBaii HeohuLmabHble NaT4yM 1 MOAbI;

6. Vicnonb3yit CNoXHble 1 pa3Hble Naponu;



7. [axe BO BpeMs WUrpbl He CTOWUT OTK/KOYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBOVA
KOMIMbOTEP MOTYT 3aPa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIYHOI Kpaxkeil AeHer 1 JOKYMEHTOB CErOfHS YXKe HUKOro He YAMBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHONOINIA  3/10YMbILLNIEHHUKA  NMEPEMECTUINCL B WHTEPHET, W NPOAO/KAOT
3aHMMaTbCs "NIOUMBbIM™ [e10M.

Tak nosiBuMnacL HoBasd yrposa: WHTEPHET-MOLLEHHUYECTBA WAN PULLIWHE, rnaBHasd Lefb
KOTOPOro COCTOWUT B MOMYyYeHUU KOH(MAEHUMANbHBIX [aHHbIX M0/b30BaTeseil - NIOTMHOB U
naponeii. Ha aHrnuickom sa3bike phishing untaetca kak guwmHr (o1 fishing - pei6Has nosns,
password - naposnsb).

OCHOBHble COBeTbI M0 60pb6e C PULLNHTOM:

1. Cnepm 3a CBOMM akkayHTOM. Ecnv Tbl NOA03peBaeLlb, YTO TBOS aHKeTa 6blfia B3/10MaHa,
TO HE06X0AMMO 3a06/10KMPOBATL €€ U COOBLLMTL aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Wcnonb3yii 6e3onacHble Be6G-CaliTbl, B TOM YMC/E, UHTEPHET-MarasuHoB M MOVCKOBbIX
CUCTEM;

3. Vicnonb3yii cnoxHble U pasHble naponu. Takum o6pasom, ecnn Tebs B3/IOMaroT, TO
3710yMbILLNIEHHWUKM MOMyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOQUII0 B CETH, & HE KO BCEM;

4. Ecnu Tebsi B3NOManu, To He0GX0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIE
[06aBneHbl y Te6s B APY3bsiX, 0 TOM, YTO Te6s B3/IOMann 1, BO3MOXHO, OT TBOEr0O MMeHW ByaeT
PacChINaThCs CNam U CChINKM Ha (IULLIMHTOBbIE CaTI;

5. YcTaHoBY HafexXHbIn naponb (PIN) Ha MOGULHbLIV TeNeqoH;
6. OTK/I0UM cCoXpaHeHWe napons B bpaysepe;

7. He oTKpbIBali haiinbl U ApYriie BMOXKEHUS B MMCbMaX, AaXKe eCM OHU NPULLIAN OT TBOUX
ApY3eid. Jlydlle YTOUHU Y HIUX, OTMPaBASAN N OHK Te6e 3TU (aiifbl.

HudpoBas penyranus

LincppoBas penyTtauus - 3TO HeratvMBHas WM NO3UTUBHaA WH(OpMauMs B CETU O Tebe.
KomnpowmeTupytouias MHpopMaLus, pasmeLLeHHas B MHTEPHeTe, MOXET Cepbe3HbiM 06pa3om
0TPa3nTbCA Ha TBOEW peanbHOW XWM3HWU. "Lindposas penyTtaums” - 3To TBOM UMUK, KOTOPbIVA
(hopmMupyeTcs U3 NHGopmauun o Tebe B MHTEPHETE.

TBOE MECTO XMTe/NbCTBa, y4ebbl, TBOE (DMHAHCOBOE NOJOXEHWEe, 0COOEHHOCTU XapaKTepa v
pacckasbl 0 6/IM3KNX - BCE 3TO HAaKamn1BaeTCs B CETU.

MHorve noapoCcTKN NErkKOMbICNIEHHO OTHOCATCS K My6AMKauum NMYHON MHGOopMauun B
NHTepHeTe, He MOHVMas BO3MOXHbIX NOCMeACTBMIA. Thl JaXKe He CMOXELLb A0rafaThCs 0 TOM, YTO
(hoTorpagmsa, pasmeLLeHHas 5 neT Hasaf, CTasia NPUUMHON 0TKasa NPUHATL TebsA Ha paboTy.

KommeHTapuu, pasmellieHne TBovX hoTorpadmii U Apyrue AeincTBMst MOTYT He UCUE3HYTb
A&Xe Noc/e Toro, Kak Tbl MX YAanuLlb. Thl He 3Haellb, KTO COXPaHU/ 3Ty UH(hopMaL Mo, nonana
/N OHa B TMOWCKOBbIE CMCTEMbI WM COXPaHWMach SN OHa, a FMaBHOE: YTO MoAyMarT o Tebe
OKpY)KatoLLme NMHaN, KOTopble HaligyT WU yBUAAT 3T0. HaliTu MHAopMaLMo MHOFO NeT CnycTs



CMOXeT Nt06O0M - KaK 13 Jo6PbIX NOOYXKAEHWI, TaK Y C HaMePeHVEM NPUYNHUTL BPes. STO MOXKeT
ObITb KTO YrofHO.

OCHOBHbI€e COBETbI M0 3aLLMTE L(POBOIA penyTaLun:

1. Mopymaid, npexnae 4Yem 4TO-TO My6/MKOBaTb WM Mepefasatb y cebsi B 6nore wam B
couuanbHoiA cetu;

2. B HacTpoiikax npouns ycTaHOBM OrpaHMYeHns Ha NPOCMOTP TBOEro Nnpoguns n ero
COAEPXKMMOTO, CeNalt ero ToNbKo "ansa apysen";

3. He pa3meLali 1 He yKasblBail MH(POPMAaLLMIO, KOTOpas MOXET KOro-m60 0cKopbnsaTb nnm
06mxXarb.

ABTOpCKOE IPaBo

CoBpeMeHHble LIKO/MbHWKW - aKTUBHbIE M0/b30BaTeNN LM(POBOro npoctpaHcTea. OAHAKO
[ANIeKO He BCE 3HAKOT, YTO MO/b30BaHVE MHOTMMM BO3MOXHOCTAMM L(POBOro Mupa TpebyeT
CO6MOIEHNS NPaB Ha UHTENNEKTYalbHYH COOCTBEHHOCTb.

TepMUH "MHTeNNeKTyanbHass COBCTBEHHOCTb" OTHOCUTCA K pa3/IMyHbIM TBOPEHUSM
4e/I0BEYECKOro YMa, HauMHas ¢ HOBbIX M300OPETEHWNIA N 3HAKOB, 0603HaYatoLLMX COBCTBEHHOCTb
Ha NPOAYKTbI W YCNYrW, W 3aKaHumBas KHuramu, qotorpapusamn, KuHOMUIbMaMKU |
MY3bIKa/IbHbIMU MPOU3BEAEHUAMMU.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNeKTyanbHY0 COGCTBEHHOCTb Ha MPOM3BEAEHNS
HayKW, NTepaTypbl N NCKYCCTBA. ABTOPCKME MpaBa BbICTYNatOT B KAYECTBE rapaHTMK TOrO, YTO
VHTENNEKTYaNbHbIA/TBOPUYECKMIA TPy aBTopa He ByAeT HanpacHbIM, AacT eMy ChpaBef/MBbIE
BO3MOXKHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, MoayyYnTb U3BECTHOCTb W NMPU3HAHME.
HukKTO 6€3 pas3peLleHs aBToOpa He MOXKET BOCMPOU3BOAWTL €ro NPou3BeaeHVe, pacnpoCcTpaHsTh,
Ny6INYHO [EMOHCTPUPOBATb, MPOAABaTh, MMMOPTMPOBATb, MyCKaTb B MPOKAT, MyG/MYHO
MCMOMHATb, MOKa3bIBaTb/UCMNONHATL B 3Mpe 1nKn pasMeLlaThb B VIHTepHeTe.

Vcnonb3oBaHWe "NUPaTCcKoro™ nporpaMmHOro o6ecrneyvyeHns MOXKET MPUBECTU K MHOTMM
pUCKaM: OT MOTepW [AaHHbIX K TBOMM akkKayHTaM [0 6/IOKMPOBKM TBOEro YCTPOWCTBA, rhe
yCTaHOB/IEHa HenerasibHas nporpamma. He CTOMT TakKe 3a0biBaTb, UTO CYLLECTBYIOT SierasibHble
1 6ecnniaTHble NPOrpammMbl, KOTOPbIE MOXXHO HalTV B CETHU.

O noprane
CeTeBMYOK.p() - TBOW rNaBHbIN COBETUMK B CETU. 3[4€Ch Thl MOXELLb Y3HATb O 6€30MacHOCTM B CETH

MOHATHBLIM W OCTYMHbIM S3bIKOM, @ NMPU BO3HUKHOBEHWUMN KPUTUYECKOI CUTYaLMK 06paTUTLCS 3a
COBETOM. A TaKXe MPUHATL Y4acThe B KOHKYpCax M CTaTb CaMbIM Lii(hpOBbIM rpaxkaaHUHOM!
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